ITC Meeting Notes (10/22/2018)

Attendees: Sharon Geva; Kincaid Brown; Marisa Conte; Jeremy Cross; Ivo Dinov; Melissa Dyson; Ryan Echlin;
Emily Fuentes; Austin Glass; Raj Mangrulkar; Andy Palms; Rick Richter; Ken Varnum; Vlad Wielbut; and Deirdre
Spencer

Discussion items:
e UM Information Assurance Team: Sol Bermann, DePriest Dockins, Kyle Cozad
0 Duo-Feedback@umich.edu
0 http:/Duo.it.umich.edu check your status and for tips
0 https://www.safecomputing.umich.edu
e UMich transition to Duo access
o0 All unregistered users will be auto-enrolled by deadline

0 UMHS Faculty/staff by October 2018

0 LS&A/Central Campus by January 2019

0 Students by Fall’19 (earlier if they are employed!)

o All 3 UM campuses (AA, Flint and Dearborn) are implementing Duo
o]

e SULs (Security Unit Liaisons) — mediate free token distributions within academic units

e For stolen/lost devices — call 4-Help immediately for stopping services

¢ Duo Options: Digital tokenizer, YubiKey, Smart phones, land-line phones (see slidedeck)

¢ Duo authentication period (hours — to — days), may later be customizable. Pros/cons of extended periods

¢ No accounts with Duo access have been compromised in past year.

e Duo is not a silver bullet, but significant improvement in security

e Cisco acquired Duo October 1, 2018 (https://www.crainsdetroit.com/article/20180802/news/667546/cisco-
to-acquire-ann-arbor-based-duo-security-in-235-billion-deal)

e UM was one of the first institutions in the US to utilize 2-factor authentication (since 2005)




